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Skills 

●​ Application Security: Secure SDLC, vulnerability assessment, SAST/SCA, Semgrep, web application security, 
OWASP Top 10 

●​ Security Operations: Alert triage, threat detection, incident investigation, log analysis, MITRE ATT&CK 
●​ Cloud & Identity Security: AWS IAM, AWS Inspector, CloudTrail, CloudWatch, Amazon Bedrock, Microsoft Entra 

ID, least-privilege access, role-based access control 
●​ AI Security & Automation: LLM security testing, Amazon Bedrock Guardrails, AI-assisted security analysis 
●​ Security Monitoring & Tools: Splunk, Elastic Stack (ELK), Microsoft Defender, Intune, Burp Suite, Wireshark 
●​ Programming & Infrastructure: Python, Bash, JavaScript, Linux, Docker, Docker Compose, Bitbucket Pipelines 
●​ Networking: TCP/IP, DNS, HTTP/HTTPS, firewalls, IDS/IPS 

Experience 

Toyota Insurance Management Solutions — Cybersecurity Intern  (June 2026 – August 2026) 
●​ Configured and tested a pilot Semgrep SAST integration in Bitbucket Pipelines as part of Phase 1 of a Secure 

SDLC initiative; validated scan findings and trained developers on using the tool. 
●​ Evaluated SAST/SCA tools against DVWA to assess vulnerability detection coverage, identify false positives, and 

document findings. 
●​ Triaged AWS Inspector vulnerability findings, assessed severity, and coordinated remediation with developers 

while documenting risks and recommendations. 
●​ Improved Microsoft Defender Secure Score by 12% by identifying and remediating security misconfigurations 

using Microsoft Defender and Intune. 
Investment Planning Counsel - Web Coordinator  (August 2022 - Feb 2024) 

●​ Built and maintained over 100 new client advisor websites using CSS, HTML, and JavaScript. 
Cognizant Technology Solutions - Senior Process Executive (November 2017 - July 2020) 

●​ Flagged integrity issues and contributed to ad policy enforcement 
Projects 

AI-Assisted Web Application Security Testing | Burp Suite, OWASP Juice Shop, Python 

●​ Conducted security testing in the OWASP Juice Shop training environment, examining SQL injection and 
JWT-related vulnerabilities using Burp Suite. 

●​ Developed a Python-based assistant that processes captured HTTP traffic and uses a local LLM to generate 
structured security findings and remediation recommendations. 

AI Security Lab on AWS | Amazon Bedrock, Guardrails, CloudWatch 

●​ Developed an AI-powered customer support assistant using Amazon Bedrock and evaluated two models for 
sensitive information disclosure using simulated credentials. 

●​ Tested model responses to a false administrator claim and observed differences in their handling of sensitive 
information requests. 

●​ Configured Amazon Bedrock Guardrails, including denied topics and prompt attack filtering, to strengthen 
application safeguards. 

●​ Implemented CloudWatch invocation logging, metric filtering, alarms, and SNS notifications to monitor 
credential extraction attempts. 

AI-Powered SOC Alert Triage System | Python, AbuseIPDB, Llama 3, Ollama 

●​ Built a Python-based security alert triage pipeline that processes simulated SIEM alerts, enriches IP addresses 
using AbuseIPDB threat intelligence, and applies rule-based severity classification. 

●​ Integrated Llama 3 through Ollama to generate investigation summaries and MITRE ATT&CK mappings, 
supporting security analysis and alert prioritization. 

SSH Log Monitoring Pipeline | Docker, Elastic Stack, Linux 

●​ Deployed Elasticsearch, Logstash, and Kibana using Docker Compose to establish a centralized security logging 
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environment. 
●​ Developed a Logstash pipeline to ingest Linux SSH authentication logs, enabling searches, visualization, and 

investigation of authentication activity. 

AWS CloudTrail Threat Detection | Python, AWS IAM, CloudTrail 

●​ Developed a Python script to analyze AWS CloudTrail events and identify potentially suspicious IAM activity, 
including sensitive permission changes and logging disruptions. 

●​ Generated findings to support cloud security monitoring, investigation, and incident analysis. 

Certifications 

●​ CodePath Intermediate Cybersecurity — Spring 2026 

Education 

●​ MS in Computer Science – Cybersecurity, January 2025 - Present  GPA: 3.96 
Sofia University  

●​ PG Certificate In Software Quality Assurance and Test Engineering, April 2022 & PG Certificate In Computer 
Applications Development, April 2021 
Conestoga College Institute of Technology And Advanced Learning 

●​ Bachelor's In Electronics & Communications Engineering, May 2017  
Indraprastha University 


